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ABSTRACT: Since the SARS-CoV-2 pandemic, the use of digital tools in Mexico has expanded quickly and has transformed the
organization of work. As telework and digital monitoring technologies spread, digital rights have moved from being a niche topic
to a concrete set of guarantees needed by a broad segment of workers. This paper examines the digital transformation of the work
environment in Mexico through the lens of digital labor rights, with a focus on the right to digital disconnection, telework, biometric
systems, geolocation, and workplace video surveillance. It highlights regulatory gaps and implementation problems and offers
recommendations aimed at strengthening legal certainty, institutional guidance, and the effective protection of workers’ privacy and
wellbeing in a digitalized labor market.
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1. INTRODUCTION

The rapid advance of information and communication technologies has accelerated the digital transformation of economies and
societies. In Mexico, this process intensified during the SARS-CoV-2 pandemic, when a large number of activities that traditionally
depended on physical presence were relocated to digital environments and remote forms of organization.

This shift was not merely technological. It also altered labor relations by increasing the use of platforms, software, and devices to
coordinate tasks, measure performance, and communicate in real time. As a result, questions that once appeared marginal—such as
the limits of connectivity after working hours or the legality of digital monitoring—became central to the everyday experience of
workers and employers.

Mexico currently faces a crossroads. Digitalization can improve productivity, expand access to employment, and enable more
flexible forms of work. At the same time, it can deepen asymmetries of power, intensify working time through permanent
connectivity, and normalize intrusive forms of surveillance. In this context, digital labor rights operate as a necessary counterweight
to protect privacy, health, and dignity.

This article analyzes how the legal system is responding to these challenges. It focuses on the emergence of digital rights in labor
contexts and the way in which regulation, case law, and institutional guidance are being used—or are still missing—to address new
risks created by digital tools at work.

The central questions are: What are the main digital rights at stake in contemporary workplaces? What legal standards and safeguards
should govern the use of technologies such as biometric systems, geolocation, and video surveillance? And what regulatory and
institutional measures are needed in Mexico to ensure effective protection without undermining legitimate organizational needs?
To answer these questions, the paper is structured in four parts. First, it outlines the most relevant digital rights in labor relations
and reviews their foundations. Second, it examines four high-impact areas: the right to digital disconnection, biometric identification
systems, geolocation in the workplace, and video surveillance. Third, it analyzes the Mexican context, with special attention to
telework and the regulatory treatment of workplace monitoring technologies. Finally, it presents conclusions and recommendations.
Ultimately, the goal is to contribute to a more balanced regulatory approach—one that recognizes the benefits of digital
transformation while ensuring that technological adoption does not erode fundamental rights.

Il.DIGITAL RIGHTS AT WORK
Digital rights at work refer to a set of guarantees that protect workers when labor relations are mediated by digital tools. They
include, among others, limits to permanent connectivity, the protection of personal data, transparency in digital monitoring, and
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safeguards against disproportionate surveillance. These rights are closely linked to classical labor protections, but they must be
adapted to the specific risks posed by contemporary technologies.

A. The Right to Digital Disconnection: Foundations and Legal Evolution

The right to digital disconnection has emerged as a response to the blurring of boundaries between working time and personal time,
especially in telework and hybrid arrangements. It aims to ensure that workers are not expected to remain available through digital
channels outside their working hours, thereby protecting rest, health, and family life.

Although the right is closely associated with recent telework reforms, its normative foundations are broader. It is linked to the right
to rest, to limitations on working time, and to occupational health. Several jurisdictions have incorporated it explicitly into labor or
data-protection legislation, often requiring employers to adopt internal policies that define availability, communication rules, and
mechanisms to prevent retaliation for disconnecting.

France and Belgium were among the first countries to regulate digital disconnection, and Spain later incorporated it into its Organic
Law 3/2018 on the Protection of Personal Data and the Guarantee of Digital Rights. In practice, the right is implemented through
organizational measures (such as defining “quiet hours,” limiting after-hours emails, and establishing escalation protocols) as well
as cultural change to avoid confusing commitment with 24/7 availability.

From a labor-policy perspective, digital disconnection is also a governance tool. It helps prevent the extension of working time
through constant connectivity and reduces psychosocial risks such as burnout. Its effective implementation requires clear rules,
training, and monitoring mechanisms that involve both management and workers’ representatives.

B. Biometric Systems: Implementation and Legal Challenges

Biometric systems have become increasingly common in workplaces, particularly for access control, attendance, and identity
verification. These technologies can increase security and operational efficiency; however, they also introduce significant risks
because biometric identifiers are difficult (or impossible) to change if compromised.

The use of biometrics in labor contexts raises at least four practical and legal issues: (1) identifying who will be subject to biometric
processing; (2) defining how long biometric data will be stored; (3) determining who can access the data and under what conditions;
and (4) establishing safeguards, protocols, and accountability mechanisms to prevent misuse.

First, the scope of the measure must be clearly defined. Employers should determine which positions or areas truly require biometric
controls, avoid “blanket” adoption, and document the necessity of the system in light of less intrusive alternatives.

Second, retention periods must be limited. Biometric templates and related logs should not be stored indefinitely; retention must be
tied to the purpose of processing and to the duration of the employment relationship, with secure deletion once the purpose ends.
Third, access must be restricted. Only authorized personnel should handle biometric systems and data, under confidentiality
obligations, with technical controls such as role-based access, encryption, and audit logs.

Fourth, employers must adopt protocols and security measures, including incident-response plans and procedures for exercising
data-subject rights. Without these safeguards, biometric adoption can easily become a mechanism of excessive surveillance.

From a technical perspective, biometric systems are often classified into two broad categories: (a) physiological or physical
biometrics, which rely on unique bodily features, and (b) behavioral biometrics, which analyze patterns of behavior. This distinction
matters because both categories can enable identification and profiling, but their intrusiveness and risks may differ.

Figure 1. Stages of biometric data processing (own elaboration).

TABLE |. STAGES IN BIOMETRIC DATA PROCESSING (OWN ELABORATION BASED ON INAL, 2018).

Operationally, biometric data processing can be understood as a sequence of stages (Table 1): registration (capturing samples),
conversion (transforming the sample into a template), storage, comparison (matching against stored templates), and decision
(automated or human-assisted). Each stage introduces vulnerabilities and requires tailored safeguards.

A core legal dilemma is that biometric data may reveal sensitive information beyond mere identification. Depending on the modality,
biometric samples can disclose health conditions, ethnic origin, disabilities, or other sensitive attributes, increasing the potential
harm in case of unauthorized access or secondary use.

In the European Union, biometric data are generally treated as a “special category” of personal data under the General Data
Protection Regulation (GDPR). Processing is, as a rule, prohibited unless a specific legal basis applies—such as explicit consent or
another exception provided by law—combined with strict necessity and proportionality requirements.

At the global level, comprehensive regulation of workplace biometrics remains limited. Where standards exist, they typically
emphasize risk assessment, purpose limitation, data minimization, strong security controls, and independent oversight as key
elements of a lawful and legitimate deployment.

Spain offers an influential example in this regard. The Spanish Data Protection Agency (AEPD), in its guidance on biometric
presence-control systems (November 2023), stresses that biometric processing in employment settings is high-risk and must be
justified by necessity, not convenience. It also warns about power imbalances that can undermine the validity of consent in labor
relations.
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As a result, organizations are expected to conduct a Data Protection Impact Assessment (DPIA) before implementing biometric
systems in many cases, and to demonstrate that the measure is suitable, necessary, and proportionate (a “triple test”) compared with
less intrusive alternatives (such as cards, PINs, or other authentication methods).

In short, biometric systems in the workplace require specific legal and institutional guidance. Clear rules on lawful bases, retention,
access controls, transparency, and accountability are essential to prevent these technologies from becoming a permanent
infrastructure of surveillance.

C. Geolocation in the Workplace: Legal Implications and Regulatory Challenges

Geolocation technologies (GPS and related tools) are increasingly used by employers to coordinate tasks outside traditional
workplaces, optimize routes, and monitor service delivery. While they may be legitimate for operational purposes, they also enable
continuous tracking and therefore pose serious privacy risks.

The legality of workplace geolocation depends on whether the measure is justified by the nature of the work and whether it is
implemented within strict limits. As with other monitoring tools, geolocation should not be treated as a default option; it requires a
case-by-case assessment of necessity and proportionality.

A recurring concern is “function creep”: data collected to optimize logistics can later be used for disciplinary purposes, profiling,
or intrusive supervision. Without clear safeguards, geolocation can undermine trust and create a permanent sense of being watched.
Therefore, regulatory standards typically require that geolocation be linked to explicit, legitimate purposes (such as safety, fleet
management, or delivery verification), and that any secondary use be compatible with those purposes and duly justified.

Guidance from legal practice highlights key limits. For example, geolocation must operate only during working hours, and workers
should be able to deactivate tracking outside the workday. Employers should also avoid excessive or permanent monitoring and
clearly communicate whether the device is for strictly work purposes or allows private use.

Because location information can identify or single out an individual, geolocation data are personal data and must be processed
under data-protection principles, including purpose limitation, data minimization, transparency, and security.

These principles entail, at minimum: (a) prior information to workers and, where applicable, to workers’ representatives; (b) a clear
description of the system, its purposes, and the data collected; and (c) documentation showing why the system is necessary for the
job performed.

In employment relations, relying on “consent” is often problematic due to the imbalance of power between employer and worker.
For that reason, a lawful basis grounded in legitimate organizational needs and compliance with labor and data-protection limits is
usually required, accompanied by safeguards to prevent abuse.

Transparency is indispensable. Workers must be informed—Dbefore the system is activated—about when tracking occurs, who will
access the data, how long the data will be stored, and how they can exercise their rights.

Retention should be limited. Practice-based guidance suggests that location data should be kept only as long as necessary for the
stated purpose; in any case, storage should not be extended beyond what is justified by operational needs and legal obligations (for
example, some guidance indicates that retention should not exceed two months as a general limit).

Security measures are also crucial: restricted access, encryption, secure storage, logging of access and modifications, and clear
procedures for responding to incidents or unauthorized access.

Workers should be able to exercise data-protection rights, including access to their data, rectification of inaccurate information, and,
where appropriate, deletion or limitation of processing. Effective remedies are necessary to prevent geolocation from becoming an
instrument of arbitrary discipline.

From an enforcement perspective, non-compliance can entail administrative sanctions, labor disputes, and the exclusion of
unlawfully obtained evidence. This strengthens the incentive for employers to build compliant systems from the start.

In Mexico, geolocation in employment settings remains under-regulated. The lack of specific standards increases legal uncertainty
and makes it harder to balance legitimate business interests with workers’ privacy.

Accordingly, Mexico would benefit from sectoral guidelines or regulatory provisions that clarify lawful bases, transparency
requirements, retention limits, and the role of worker participation in decisions to deploy geolocation systems.

D. Workplace Video Surveillance: Legal Implications and Tensions with Fundamental Rights

Video surveillance is widely used in workplaces for security, loss prevention, and, increasingly, for performance monitoring.
Cameras can protect people and property, but they also intrude into the private sphere when they capture identifiable individuals
and record their behavior in detail.

In European data-protection frameworks, video recordings that identify a person are personal data and must comply with principles
such as legality, purpose limitation, data minimization, and transparency. Informational signage, access restrictions, and defined
retention periods are typically required, and the use of cameras must be justified and proportionate to the purpose pursued.

In the labor context, video surveillance creates a structural tension between the employer’s managerial power and the worker’s
rights to privacy and dignity. Case law has often applied a proportionality analysis, asking whether monitoring is suitable, necessary,
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and balanced, and whether workers were informed. Covert surveillance tends to be treated as exceptional and requires strict
justification.

Recent guidance at the European level also stresses that surveillance must not become “continuous observation” by default.
Employers should choose the least intrusive means and ensure that monitoring does not extend to areas such as restrooms, locker
rooms, or rest areas, where expectations of privacy are especially high.

In Mexico, digital-transformation policies have promoted the expansion of connectivity and digital infrastructure. The legal
framework supporting these efforts has been articulated around multiple axes, including open data policies and the development of
digital identity and interoperability mechanisms.

In addition, digital-skills initiatives seek to reduce the digital divide and foster inclusion so that workers and organizations can adopt
technologies more effectively. Connectivity policies, in turn, aim to expand broadband access as a condition for remote work and
digital services.

Within this broader context, workplace surveillance technologies—such as video systems—have become more accessible and more
common. Yet their adoption has not always been accompanied by clear internal protocols or by adequate privacy governance.

As a result, organizations frequently implement cameras for multiple purposes at once (security, discipline, productivity), which
increases the risk of function creep and makes it difficult to ensure that processing remains compatible with the original purpose.
From a regulatory standpoint, this area raises several challenges. These include the need for clear information to workers, limits on
who can access recordings, secure storage, retention rules, and safeguards against discriminatory or abusive uses.

In practice, the most relevant challenges include: (a) the absence of specific labor-oriented standards on video surveillance; (b) the
use of recordings as evidence in disciplinary processes without clear chain-of-custody and legality safeguards; (c) potential use of
advanced analytics (including facial recognition) that increases the intrusiveness of monitoring; (d) weak institutional oversight and
low levels of worker awareness; and (e) the normalization of surveillance cultures that erode trust and may chill legitimate workplace
participation.

From a rights-based perspective, video surveillance must be assessed under necessity and proportionality. Legitimate purposes such
as safety do not automatically justify broad monitoring, and the scope of recording should be limited to what is indispensable.
Moreover, transparent information is a minimum condition: workers should know that they are being recorded, the purpose of the
system, and how to exercise their rights. Internal policies should specify who can view recordings and under which circumstances,
and should include procedures to prevent unauthorized access.

Retention limits matter as well. General practice in data-protection systems is to keep recordings for short periods (often around one
month) unless a specific incident requires preservation for legal proceedings. Indefinite storage is difficult to justify and increases
risk.

Video surveillance should also be integrated into broader compliance programs. Risk assessments, training, and periodic audits can
help align monitoring practices with legal duties and reduce the likelihood of abuse or data breaches.

In short, workplace video surveillance sits at the intersection of labor law, privacy, and technological governance. Without clear
rules and institutional guidance, surveillance can easily exceed legitimate limits and undermine fundamental rights.

For Mexico, a priority is to clarify standards through labor-oriented regulation and administrative guidance that defines lawful
purposes, transparency duties, retention rules, and remedies. These standards should be coordinated with data-protection principles
and should encourage worker participation.

Strengthening oversight and promoting a culture of privacy at work are essential steps to ensure that video surveillance remains an
exceptional and justified tool rather than an all-purpose instrument of control.

1. DIGITAL RIGHTS AT WORK IN MEXICO

The Mexican case illustrates both progress and pending challenges. Telework regulation advanced rapidly after the pandemic, but
the governance of workplace monitoring technologies remains fragmented. The following subsections examine telework and the
legal treatment of surveillance tools in Mexico.

A. Regulatory Evolution and Practical Reality of Telework in Mexico

Telework is not entirely new in Mexico, but it expanded dramatically during the SARS-CoV-2 pandemic as organizations sought to
maintain operations while reducing physical contact. This expansion exposed regulatory gaps and accelerated reform efforts.

On 12 January 2021, reforms to the Federal Labor Law (Ley Federal del Trabajo, LFT) introduced a dedicated framework for
telework (home office), defining it as work performed more than 40% of the time outside the employer’s premises using information
and communication technologies. The reform sought to provide legal certainty and minimum guarantees for both workers and
employers.

Among other obligations, the LFT framework requires employers to provide, install, and maintain the equipment needed for
telework, to assume or share costs related to telecommunications and electricity, to respect the right to digital disconnection at the
end of the workday, and to implement policies on information security and data protection.
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The reform also places emphasis on occupational health and safety. Telework environments can create ergonomic and psychosocial
risks, especially when working hours become blurred and when performance pressure is mediated by digital tools.

To operationalize these duties, Mexico adopted the Official Mexican Standard NOM-037-STPS-2023 on safety and health
conditions in telework. The standard reinforces preventive approaches by requiring risk identification, ergonomic measures,
training, and coordination mechanisms between employer and worker.

Nevertheless, implementation remains uneven. Many organizations adopted telework under emergency conditions without adequate
policies, and later struggled to formalize agreements, provide equipment, or define boundaries on availability.

A persistent challenge is cultural: the expectation of permanent connectivity can persist even when formal rules recognize digital
disconnection. Without internal enforcement and leadership commitment, the right may remain nominal.

Telework also raises data-protection issues because work is performed on networks and devices that may combine personal and
professional use. This increases the exposure of personal data and makes it essential to define security protocols and responsibilities.
From a labor-relations standpoint, telework can also affect collective dynamics, supervision practices, and evaluation systems.
Digital monitoring tools may be introduced as substitutes for physical supervision, intensifying surveillance and raising privacy
concerns.

Empirical evidence suggests that telework adoption is heterogeneous: some sectors and occupations can work remotely with relative
ease, while others face connectivity limitations, inadequate home environments, or organizational resistance. This means telework
may reproduce or deepen existing inequalities.

Surveys referenced in public discussions indicate that a significant share of employers perceive difficulties in guaranteeing digital
disconnection for some positions, particularly where responsibilities are linked to continuous service or international coordination.
At the same time, worker awareness of their digital rights remains limited. Even when legal standards exist, many workers do not
know the scope of protections or how to claim them, which weakens the practical impact of reform.

These dynamics point to a need for stronger institutional guidance, model policies, and capacity-building. Telework rules must be
translated into concrete organizational practices, with monitoring mechanisms and dispute-resolution pathways.

Finally, telework intersects with other technologies discussed in this paper—biometrics, geolocation, and video surveillance—
because employers may deploy these tools to monitor remote work. This makes it essential to ensure that telework governance
includes privacy safeguards.

In sum, Mexico has made important steps in telework regulation, but effective implementation requires enforcement, training, and
a coherent framework that addresses the broader ecosystem of digital monitoring technologies.

B. Workplace Video Surveillance: Legal Framework and Regulatory Challenges

In Mexico, workplace video surveillance is often justified under employers’ general managerial powers and the need to ensure
security. However, the absence of detailed labor-specific standards means that practices vary widely and are sometimes adopted
without adequate transparency.

Legal commentary and practice note that electronic evidence—such as video recordings—can be admissible in labor proceedings if
obtained lawfully and without violating morality or fundamental rights. For that reason, it is commonly recommended that
employers inform workers in writing about the installation of cameras, specify the purposes of recording, and regulate access to
footage through internal policies.

Despite these practical recommendations, Mexico still lacks comprehensive guidance on proportionality, retention, and permissible
locations for cameras. Clear administrative standards and internal compliance programs are therefore essential to reduce disputes
and protect workers’ rights.

C. Processing of Biometric Data: Progress and Challenges in Mexican Regulation

Mexican data-protection law recognizes that biometric data can be sensitive personal data, especially when it enables unique
identification. In workplace settings, biometrics are frequently used for attendance and access control, which makes it important to
define lawful purposes and strict safeguards.

The National Institute for Transparency, Access to Information and Personal Data Protection (INAI) has issued guidance on
biometric data processing, emphasizing transparency, purpose limitation, security measures, and accountability. However, these are
general data-protection standards and do not fully resolve labor-specific issues such as consent validity, proportionality, or
alternatives.

A more detailed framework—through regulations, sectoral guidelines, or case law development—would help reduce uncertainty
and prevent biometric systems from becoming routine tools of intrusive surveillance.

D. Socialization of Digital Rights: Unfinished Business

A key pending issue is the socialization of digital rights—that is, ensuring that both workers and employers understand these rights
and how to implement them. Legal recognition is insufficient if rights are not known, internalized, and operationalized in daily
practice.

IJSSHMR, Volume 04 Issue 12 December 2025 www.ijsshmr.com Page 2477



http://www.ijsshmr.com/

The Digital Transformation of the Work Environment in Mexico: An Approach to Digital Rights

In many organizations, digital rights are treated as compliance requirements rather than as part of labor governance. This leads to
minimal policies that exist “on paper” but do not change behaviors, especially regarding after-hours connectivity and monitoring
practices.

Moreover, low awareness among workers makes it difficult to exercise rights, request information, or challenge disproportionate
measures. This is particularly relevant for groups with less access to legal advice or with greater vulnerability in the labor market.
Therefore, training, model policies, and participatory mechanisms—including collective bargaining and worker representation—
are crucial to turn digital rights into effective protections rather than symbolic statements.

IVV. CONCLUSIONS AND RECOMMENDATIONS
The digital transformation of work in Mexico has accelerated quickly and is likely to continue. This transformation has increased
the relevance of digital labor rights, particularly those that protect privacy, rest, and dignity in technologically mediated workplaces.
Telework regulation represents a significant step forward. By defining telework, setting minimum employer obligations, and
recognizing the right to digital disconnection, Mexico has advanced toward greater legal certainty and stronger protections.
However, important challenges remain. Digital disconnection is difficult to implement without organizational and cultural change,
and many workers still lack awareness of the right. Enforcement and guidance are necessary to avoid a gap between formal
recognition and actual practice.
In parallel, technologies such as biometrics, geolocation, and video surveillance are being adopted rapidly, often faster than legal
standards can adapt. These tools can serve legitimate purposes, but they also create risks of disproportionate surveillance, function
creep, and discrimination.
A coherent approach requires integrating labor regulation with data-protection principles. Organizations should be required—or
strongly encouraged—to document necessity, minimize data, limit retention, restrict access, and adopt clear internal protocols that
enable transparency and accountability.
From an institutional perspective, Mexico would benefit from more detailed administrative guidance on workplace monitoring
technologies, including model policies, criteria for proportionality, and best practices for impact assessments and auditing.
Based on the analysis, the following recommendations are proposed:

1. Consolidate the practical implementation of the right to digital disconnection through internal policies, training, and
mechanisms that prevent retaliation and ensure compliance across managerial levels.

2. Develop specific guidelines for workplace biometrics that clarify lawful bases, address consent limitations in labor
relations, require strong security measures, and promote less intrusive alternatives where feasible.

3. Establish clear standards for workplace geolocation, including strict purpose limitation, transparency duties, deactivation
outside working hours, restricted access, and retention limits proportionate to operational needs.

4. Adopt labor-oriented rules for video surveillance that define permissible locations, prohibit monitoring in sensitive areas,
regulate access to recordings, and set retention limits, complemented by worker information and participation.

5. Strengthen institutional oversight and coordination between labor authorities and data-protection authorities to address
emerging technologies, including Al-based analytics, in a timely and rights-respecting manner.

6. Promote the socialization of digital rights through awareness campaigns, capacity-building, and the inclusion of
digital-rights clauses in collective bargaining and workplace governance.

In conclusion, the goal is not to block digital innovation, but to ensure that digitalization advances within a framework that
protects fundamental rights. Regulatory clarity, institutional guidance, and organizational responsibility are essential to achieve a
balanced and sustainable digital future of work.
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